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GET /index123.html HTTP/1.0
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HTTP/1.1 200 OK
Date: Sun, 15 Jun 2003 17:10:49 GMT

Server: Apache/1.3.23

Last-Modified: Thu, 27 Feb 2003 03:48:19
GMT

ETag: "32417-c4-3e5d8a83"

Accept-Ranges: bytes

Content-Length: 196

Connection: close

Content-Type: text/html

> Request header

Response

line

<head>
</head>
<body>helllllllllo<body>

</html>

> Response header

> Response body
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DY DOV Yoy DOVYP Pa NTIvNN X W, b, f

WM W NY NIPNDY,OO0OPN DY 11D) 110 IWANNDT I 1P DD KD DIMYD 1 PIND ¥
NN NIVOND NN : DNTN TIDYA 2DY INNH DMPIAN NAOY VYN VYPN P2 DI NAOVA
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?
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92YNNN NYAYIN NPN IaYNN 1PN .0MR N Hya 10 nys NN 199 [, NYapnn N1ova
.DYIMDN DN PA KDY MDY INY P2 IWPN NN NIMARN RO NN NP 1955 1dyaY

9I1N52 DOWITINN DPINN DYTNI DTN DXPINN
N35W1 11N DHSMN 125V )10 DO
oW MONN NN NYIAPNHN 9y 19V NYIVNN NNY NN
.PIDINN NV DOINPNI .NY3PNN NSV DN
[| W1l| W12 W13 | Wll.pl|+ W1l2.p2 + W1l3.p3
= 5 117
W21| w22 W23 W21.pl|+ W22.p2 + W23.p3
. p2 =,
W31| W32 W33 W31l.pl|+ W32.p2 + W33.p3
L |3
[| W41 | W42 W45 | | |(W4l.pl|+ W42.p2 + W43.p3

NYI2 MNILN YD

MNN/NTN NTNY — 0219 NYI DY NN

N 0 DIMINON NINIPI IMYRIN DN MNYI DY NP NPIPOY MLV NV MN»P
11,7252 MNOXINT MNYIN MINYI 2OV 551 : NPV MNYI DY 17NN NPT DY NODOINN
MNYIY SY NP TOPMODNY NYTN NP NIXNY TD ,DOXIPN DNV N2 DIIIWN MPIIN
TNRON DX PYOAND JN TN NITI NYIN MNYIN NNNX TYNRD . NPXRIPN

LU0 SW MINDNT TR0 DY :MNXONTH DTN — IV NOOWL WIDdY DYVIY VPN
DMNY DOWYI NINNIND DRNN .TOIRIPN DY DY DWNININ DNONTI VT NN VDS DMP YNV
: DYNIAN DAY NYSANND DTN .NPMION NINSIN MHVND Ty ,NvIa

TMIVNI DNPN VI NN ]
L2Y0N NYNPNN MOV DTN ,MAIYN 1901 : URID DITHN DIVNID N
901N Y (W) 0»0a»DN DWPWNRN MXIVND HOIMPIY 19IND OYIAPIN DINVH A
(b

(VAN OV NTNON POIN .2
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2099 NYAPY PNONN NWID VOPN NOIDN N
NN VYAY XNONN VYN NRNVYN .2
NPY Nwd (error goal — 7NvNn XMWY DNON TN 91T IWON OX .
MYYY 112 NYI MOWN DX .NODN DY Y81 (2) 25¥ ,NWIa DINNN
Error nxapyn nvIwa winnwn dNoNN VP19 IYRI MYV 190102
.(EBP) Back Propagation
NN 25WY YYD 10, N0 NIRNDYA T WO ON i

NYI NN THIMON NI .MIMNDN MNONT DY Y¥INN AN POIN - nwIn nrna .3
DPNNON MINDNT DY D) DMIN DY90D) , MINDNTN D30 NOMWN NPPIN MNTD NYNDNN
ND MINXIN ;DTN TONN 1) KoY MNXOINT DY NYIN MY NN PNAD ¥ 7D OVD
: DINAN OMIPNN MIWN TNR DY 55 TITA MTYN NPMIN
DYMN DN WIND DY XY nwan — (under-fitting) naxNN-/N N
Y NITIN XD TIO NNOY NDO .ATNOD MNMN MINDNTH NAY PX90N
2T DM NIVN
; NN MINHDNTY NN NIRNND NYNHN NwIN — (over-fitting) a,m-mnuxnn .2
DYRY DM NUNNYN ,NONX MINONT MY OPNID J9INI NININD NN
DD DMIPNY NTNION NXR 2D NINDN NPNX) ,MINK NMINNDNTY O1VINDI
0 N1219) NIV NRNY NITHIN NN TID NNYOY N

NINXNN NHvIa BIVNIS

: DMPNN NV DY NTNON NI DY DIYAVNN DIIVNID 190N DIDMP

NVYAN DINNR TPON TIODIOPNN INNYN IR NN — (error goal) nyvmnn nxny .1
NYIN SY NPRNNN NN DX YIP> N 0PI ,NNIND .ATNON POIN DPDL YD
TNRON TONN DPOA MNMN MNDNTY

271 .059M VIPN PAV 012N NAOWA DINRN 190N NN PTHN — 0%30 NIV Y1) .2
MVYN NN IWANN NY YT NOYN NIND ; DM1AN NIV DPINY YPRN MNd NIX Yy1Ip M
AM-NNRRNND DN YTH N2ITI NN IR ,NIVNN NRDY

WY TN Y MY MIOY WY NTRYN PYNINA 25w Y51 — (learning rate) nmvn asp .3
1N IDIY DY NNDI NYIIAPY MWD DTN NN PTHI NTINION AXP . MNXDNTD NNNPRNN NN
7201w %95 Error Back Propagation bw nvowa mn»pn 7mmindnsm yannd mn by
SJUnna

SINONT DY IWAND D90 29 190N WNNYND NDMIN — IMINY MINDNTN 9901 .4

INPY NNOD NYIAN DY NYDON GWIND 1IN DY ,DMIPNN D9 NN PHN JI9INI MOPYND
.D"MPNn
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Hmap: A Technique and Tool for Remote Identification of HTTP Servers/ Dustin Lee

Blackhat Presentation: Identifying Web Servers

Httprint: Introduction to fingerprinting http://www.net-square.com/httprint/httprint_paper.html
List of Http Headers: http://en.wikipedia.org/wiki/HTTP_headers

List of HTTP status codes: http://en.wikipedia.org/wiki/List of HTTP_status _codes

Reading material and presentations by Dr. Eyal Cohen, HEMDA
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Servers Classifying

clear,close all

% 1. General Parameters
experiments_num=10;
train_size=0.7;

middleLayer=1.5;

pSizes=[51 61 61 51 59 72 72 62];
epochs_between_display=40;
epochs_num=200;
error_goal=0.1;
learning_rate=0.01;

% 2. Define data
% 2. A. Load data
load database.m
% 2. B. Sort data according to output & Rotate
data=sortrows(sortrows(database,491),492)";
% 2. C. Compare numbers of different servers
data=data(:,245:493);
% 2. D. Seperatetop & t
pp=data(1:489,:);
p=[;
t=data(490:492,);
% 2. E. Resize in order to have values between 0-1
pSizes2=pSizes;
erased_rows=[];
for i=1:size(pp,1)
it max(pp(i,:))~=min(pp(i,1))
p=[p;pp(i,:)/max(pp(i,:));
else
erased_rows=[erased_rows i];
if (i>0 && i<=pSizes2(1))
pSizes(1)=pSizes(1)-1;
else
if (i>pSizes2(1) && i<=sum(pSizes2(1:2)))
pSizes(2)=pSizes(2)-1;
else
if (i>sum(pSizes2(1:2)) && i<=sum(pSizes2(1:3)))
pSizes(3)=pSizes(3)-1;
else
if (i>sum(pSizes2(1:3)) && i<=sum(pSizes2(1:4)))
pSizes(4)=pSizes(4)-1;
else
if (I>sum(pSizes2(1:4)) && i<=sum(pSizes2(1:5)))
pSizes(5)=pSizes(5)-1;
else
if (i>sum(pSizes2(1:5)) && i<=sum(pSizes2(1:6)))
pSizes(6)=pSizes(6)-1;
else
if (i>sum(pSizes2(1:6)) && i<=sum(pSizes2(1:7)))
pSizes(7)=pSizes(7)-1;
else
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if (iI>sum(pSizes2(1:7)) && i<=sum(pSizes2(1:8)))
pSizes(8)=pSizes(8)-1;

end

end

end

end

end

end

end

end

end

end
pp=[l;
pSizes2=[];
% 2. G. Calculate middle layers's size
middleSize=round(middleLayer*size(p,1));
% 2. H. Initialize train & test groups
pl=p(:;,1:round(size(p,2)/3));
t1=t(:,1:round(size(t,2)/3));
p2=p(:,round(size(p,2)/3)+1:2*round(size(p,2)/3));
t2=t(:,round(size(t,2)/3)+1:2*round(size(t,2)/3));
p3=p(:,2*round(size(p,2)/3)+1:size(p,2));
t3=t(:,2*round(size(t,2)/3)+1:size(t,2));
sizeTrain=round(train_size*size(p,2)/3);
p_train=zeros(size(p,1),3*sizeTrain);
t train=zeros(size(t,1),3*sizeTrain);

% 3. Experiment = train a net and evaluate it

results=[];

for experiment=1:experiments_num
experiment

% 3. A. Define train & test groups
p_test=[];
t test=[];
for k=1:3
eval(['pDouble=p' num2str(k) ;')
eval(['tDouble=t' num2str(k) ;')
for i=1:sizeTrain
rnd=ceil( size(pDouble,2)*rand() );
p_train(:,sizeTrain*(k-1)+i)=pDouble(:,rnd);
t_train(:,sizeTrain*(k-1)+i)=tDouble(:,rnd);
pDouble(:,rnd)=[];
tDouble(:,rnd)=[];
end
p_test=[p_test pDouble];
t test=[t_test tDouble];
pDouble=[];
tDouble=[];
end

% 3. B. Train
% Initialize Parameters
Wl=rand(middleSize,size(p_train,1))/10;
bl=rand(middleSize,1)/10;
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W2=rand(size(t_train,1),middleSize)/10;

b2=rand(size(t_train,1),1)/10;

% Train

nntwarn off

[W1,b1,W2,b2,te,tr] =
MYtbpx2(W1,b1,'tansig’,\W2,b2,'logsig’,p_train,t_train,[epochs_between_display,epochs_num,erro
r_goal,learning_rate],pSizes,middleLayer);

% 3. C. Train test
% train_test=feval('logsig',W2*feval(‘tansig',W1*p_train,b1),b2);
% [y,i]=max(train_test);
% [Y,|][=max(t_train);
% result=size(t_train,2);
% for k=1:size(t_train,2)
% if i(k)~=I(k)

% result=result-1;
% end
% end

%  result=100*result/size(t_train,2);
%  results=[results result];

% 3. D. Real test
test=feval('logsig',W2*feval('tansig',W1*p_test,bl),b2);
[y,i]=max(test);

[Y,l]=max(t_test);

result=size(t_test,2);

for k=1:size(t_test,2)

if i(k)~=I(k)
result=result-1;
end
end

result=100*result/size(t_test,2)
results=[results result];

end

% 4. Summarize & show the results
Score=mean(results)
hist(results)

MYtbpx2
-2 122100 thpX2 MIXPN9N HY NI NN DN NWI PR Nwnwn MYtbpx2 nrxpnon

:OPMNIN TN N MEPNAY 1DONY TP HPyop Yo .MATLAB
: (NDANNN NNIVNVN NPN) 12-16 MMV

mask=ones(round(sum(pSizes)*middleLayer),sum(pSizes));
for request=1:max(size(pSizes))

mask( round(sum(pSizes(1:request-
1))*middleLayer)+1:round(sum(pSizes(1:request))*middleLayer) , 1:sum(pSizes(1l:request-1))
)=0;
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mask( round(sum(pSizes(1l:request-
1))*middleLayer)+1:round(sum(pSizes(1:request))*middleLayer) ,
sum(pSizes(1:request))+1:sum(pSizes) )=0;
end
: (NOANNDN NNIVNI YIY) 116 NNV

new_wl=new_w1l.*mask;
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VIPON

#!/bin/sh
if [ "S${1}"™ == "" ]1; then

echo "Usage: ${0} <ip>"

exit
fi
Headers[0]="Accept-Ranges" Headers[l]="Age" Headers[2]="Allow"
Headers[3]="Cache-Control" Headers[4]="Content-Encoding"
Headers[5]="Content-Language" Headers[6]="Content-Length"
Headers[7]="Content-Location" Headers[8]="Content-Disposition"
Headers[9]="Content-MD5" Headers[l0]="Content-Range"
Headers[ll]="Content-Type" Headers[l2]="Date" Headers[l3]="ETag"
Headers[l4]="Last-Modified" Headers[l5]="Location" Headers[l6]="Set-
Cookie"
ECodesl[0]="500" ECodesl[1]="414" ECodesl[2]="413" ECodesl[3]="406"
ECodesl[4]="404" ECodesl[5]="400" ECodesl[6]="202" ECodesl[7]="200"
ECodes2[0]1="500" ECodes2[1]="406" ECodes2[2]="404" ECodes2[3]="403"
ECodes2[4]1="400" ECodes2[5]="307" ECodes2[6]="302" ECodes2[7]="301"
ECodes3[0]="407" ECodes3[1]="406" ECodes3[2]="405" ECodes3[3]="403"
ECodes3[4]1="401" ECodes3[5]="400" ECodes3[6]="202" ECodes3[7]="500"
ECodes3[8]="503" ECodes3[9]="417" ECodes3[10]="412"
ECodes4 [0]="409" ECodes4[1]="406" ECodes4[2]="400" ECodes4d[3]="202"
ECodes4 [4]="200" ECodes4[5]="501" ECodes4[6]="500" ECodesd[7]="417"
ECodes4[8]="412"
Methods [0]="HEAD" Methods[1l]="GET" Methods[2]="POST" Methods[3]="PUT"
Methods [4]="DELETE" Methods[5]="TRACE" Methods[6]="OPTIONS"

Methods [7]="CONNECT"

RequestDef="\r\nHost: host\r\nConnection: Close\r\nHeaderl:
headerl\r\nHeader2: header2\r\n\r\n"

Servers[0]="Apache" Servers[l]="IIS"

function writeX
{
I:"${l}"
while [ ${I} -gt 0 1; do
echo -ne "X";
let I--
done

}

function send

{
exec 7<>/dev/tcp/"${1}"/80
echo -ne "S${REQ}S${RequestDef}" >&7
cat <&7

}

function sendreqg

{

# echo -ne "${BANNER}"
RESPONSE="S$ (send "${1}")"

# echo " done"
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}

function processVectors

{

I=0

while [ "S${Headers[${I}]}" != "" 1, do

H="$ (echo -ne "${RESPONSE}" grep -n "${Headers[S${I}]}:"™)"
if [ "${H}" —— nn ]’. then

V1[${I}]="0";
V2[${I}]="0";
V3[${I}]="0";

else
T=$ (echo -ne "${H}" | cut -d: -f1)
let T=T-1
VI[$S{I}]="${T}" # position vector
T=$ (echo -ne "S$S{H}" | cut -d: -f3 | wc -m)
V2[${I}]="${T}" # byte count vector
T=$ (echo -ne "${H}!" | sed 's/["A-Z]//g' | wc -m)
V3[${I}]1="S${T}" # capital count vector
fi
let I++
done

}

function printVectors
{
I=0
while [ "S${V1[S{I}]}"™ != "" ]; do
echo -ne "S${VI[S${I}]}\t"
let I++
done
I=0
while [ "S{V2[${I}]}" !="" ]; do
echo -ne "S${V2[S${I}]}\t"
let I++
done
I=0
while [ "S${V3[S{I}]}"™ !'= "" ]; do
echo -ne "S${V3[S${I}]}\t"
let I++
done

}

function processMethods

{

H=S$ (echo -ne "${RESPONSE}" | cut -d: -f2)

grep "Allow:"

I=1

ALLOwW=""

T=$ (echo -ne ${H} | cut -d, -fl)

while [ "S${T}" != "" 7; do
ALLOW="S${ALLOW}S{T}\n"

let I++

T=$ (echo -ne $(echo -ne ${H} | cut -d"," -£f${I}))
done

I=0

while [ "${Methods[S${I}]}"™ != "" 1; do

H="$ (echo -ne "S{ALLOW}" | grep -n "${Methods[${I}]}")"

37



if [ "S{H}" == "" 1; then
M[S${I}]="0";

else
T=$ (echo -ne "${H}" | cut -d: -f1)
M[$S{I}]="S${T}" # position vector

fi

let I++

done

function processErrorl

{

I=0
ERes=$ (echo -ne "${RESPONSE}" head -1)
ECode=$ (echo -ne "${ERes}" | cut -d" " -£f2)
FLAG=0
while [ "S${ECodesl[S${I}]}" != "" 1; do
if [ "${ECodesl[${I}]}" == "S${ECode}l" 1;
FLAG=1
E[S{I}]="1"
else
E[S{I}]="0"
fi
let I++
done
if [ "S$S{FLAG}" == "0" ]; then
E[S{I}]="1"
else
E[S{I}]="0"
fi
let I++
EMsg=$ (echo -ne "${ERes:12}")
E[${I}]="S{#EMsg}"
let I++
E[S{I}]=""
}
function processError2
{
I=0
ERes=$ (echo -ne "${RESPONSE}" | head -1)
ECode=$ (echo -ne "${ERes}!" | cut -d" " -f2)
FLAG=0
while [ "${ECodes2[S${I}]}" != "" ]; do
if [ "${ECodes2[S${I}]}" == "S${ECode}" 1;
FLAG=1
E[S{I}]="1"
else
E[S{I}]="0"
fi
let I++
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done

if [ "S$S{FLAG}" == "0" ]; then
E[${I}]="1"

else
E[${T}]="0"

fi

let I++

EMsg=$ (echo -ne "${ERes:12}")
E[${I}]="S{#EMsg}"

let I++
E[S{I}]=""
}
function processError3
{
I=0
ERes=S$ (echo -ne "${RESPONSE}" | head -1)
ECode=$ (echo -ne "${ERes}" | cut -d" " -£f2)
FLAG=0
while [ "S${ECodes3[S${I}]}" !="" 1; do
if [ "${ECodes3[${I}]}" == "S${ECode}l" ]1; then
FLAG=1
E[S{I}]="1"
else
E[${I}]="0"
fi
let I++
done

if [ "S$S{FLAG}" == "0" ]; then
E[s{T}]="1"

else
E[${I}]="0"

fi

let I++

EMsg=$ (echo -ne "${ERes:12}")
E[${I}]="S{#EMsg}"

let I++
E[S{I}]=""

}

function processError4

{

I=0
ERes=$ (echo -ne "${RESPONSE}" | head -1)
ECode=$ (echo -ne "S${ERes}" | cut -d" " -£f2)
FLAG=0
while [ "S{ECodes4 [S${I}]}" != """ ]; do
if [ "S$S{ECodes4[${I}]}" == "S$S{ECode}l" ]; then
FLAG=1
E[S{I}]="1"
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else
E[${T}]="0"
fi
let I++
done

if [ "S$S{FLAG}" == "0" ]; then
E[S{I}]="1"

else
E[${T}]="0"

fi

let I++

EMsg=$ (echo -ne "${ERes:12}")
E[${I}]="${#EMsg}"

let I++
E[${I}]=""

}

function processType

{

H=$ (echo -ne "${RESPONSE}" | grep "Server:" | cut -d:

I=0
FLAG=""
while [ "${Servers[S${I}]}" != "" ]; do
T=$ (echo -ne "S$S{H}" | grep "${Servers[${I}]1}")
if [ "${T}" != "" ]; then
Sis{ry]="1"
FLAG="0"
else
S[s{1)y]="0"
fi
let I++
done

if [ "S{FLAG}" == "" ]; then
S[S{T}]l="1"
else
S[s{1}1="0"
fi
}
function printType

{

I=0

while [ "S${S[S${I}]}"™ != "" ]; do
echo -ne "${S[${I}]}\t"

let I++

done

function printError

{
I=0
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while [ "S{E[${I}]}" != "" 1; do
echo -ne "S{E[S{I}]}\t"
let I++
done
}
function printMethods

{
I=0

while [ "${M[${I}]}" !'= "" ]; do
echo -ne "S{M[S${I}]}\t"
let I++

done

# req 1
BANNER="legitimate GET"
REQ="GET / HTTP/1.1"
sendreqg "${1}"
processVectors
printVectors

# req 2

BANNER="GET with long URL (100007?)"
REQ="GET /$ (writeX 10000) HTTP/1.1"
sendreqg "S${1}"

processVectors

printVectors

processErrorl

printError

# req 3

BANNER="GET non existing URL"
REQ="GET /nonexistingurl HTTP/1.1"
sendreqg "S${1}"

processVectors

printVectors

processError2

printError

freq 4
BANNER="1legitimate HEAD"
REQ="HEAD / HTTP/1.1"
sendreqg "S${1}"
processVectors
printVectors

#req 5

BANNER="OPTIONS"
REQ="OPTIONS / HTTP/1.1"
sendreqg "S${1}"
processVectors
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printVectors
processMethods
printMethods

#req 6

BANNER="DELETE"
REQ="DELETE / HTTP/1.1"
sendreqg "S${1}"
processVectors
printVectors
processError3
printError
processMethods
printMethods

#req 7

BANNER="undefined method"
REQ="BLAHBLAH / HTTP/1.1"
sendreqg "S${1}"
processVectors
printVectors
processError3

printError

processMethods
printMethods

#req 8

BANNER="unknown protocol ver"
REQ="GET / HTTP/4.9"

sendreqg "${1}"

processVectors

printVectors

processError4

printError

#server type
BANNER="server header"
REQ="GET / HTTP/1.1"
sendreqg "S${1}"
processType

printType

echo

MATLAB-2 ndnn

function [] = Server(input)
nntwarn OFF
load NET

input=input(1,1:489)";
input(erased_rows)=[];
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result=feval('logsig',W2*feval('tansig',W1*input,b1),b2);
[Certainty,index]=max(result);

if index==1
server="Apache’;

end

if index==2
server="Microsoft IIS';

end

if index==3
server='Neither Microsoft nor Apache';

end

server

Certainty
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